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Abstract

Grid Portals, based on standard Web technologies, are
increasingly used to provide user interfaces for Computa-
tional and Data Grids. However, such Grid Portals do not
integrate cleanly with existing Grid security systems such
asthe Grid Security Infrastructure (GS), due to lack of del-
egation capabilities in WWeb security mechanisms. We solve
this problem using an online credentials repository system,
called MyProxy. MyProxy allows Grid Portals to use the
GS to interact with Grid resources in a standard, secure
manner. \\e examine the requirements of Grid Portals, give
an overview of the GS, and demonstrate how MyProxy en-
ables them to function together. The architecture and secu-
rity of the MyProxy system are described in detail.

1 Intr oduction

Grid technologieq9, 8] areincreasinglybecomingthe
platformof choicefor developinganddeploying distributed
computationand data intensve applicationsacrosslarge
virtual organizationssuchasthe NASA InformationPower
Grid[13] andthe NSF PACI Grids[2 3]. Grid Portalsare
a commonapproachto providing userinterfacesto such
Grid applications. By combininga web sener and Grid-
enabledsoftware, a Grid Portal allows the use of a stan-
dard Web browser as a simple graphicalclient for Grid
applications[14

Unfortunately standardWeb security protocols, em-
ployedbetweena Web clientandsener, do not supportthe
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needsof Grid Portals. Most Grid Portalsrequirethat the
userdelggateto the sener the right for that sener to act
on the users behalf,in orderto initiate andmonitor opera-
tions for thatuseron Grid resources.SuchGrid resources
aregenerallyprotectedby the Grid SecurityInfrastructure
(GSI)[5], acomponenbf the Globus Toolkit[7] thathasbe-
comethe de-facto standardfor Grid security While GSI
supportssuchdelggation,the standardNeb securityproto-
colsdo not. This leadsto anincompatibility betweenWeb
andGrid security which mustbe overcomein orderto en-
ablethesmoothoperationof Grid Portals.

This paperdescribesan online credentialsrepository
calledMyProxy, designedanddevelopedby the authorsin
orderto bridgethis incompatibility betweenweb and Grid
security thusenablingGrid Portalsto useGSlI-protectede-
sourcesn asecurescalablenanner Sectior?2 describeshe
GSl anddefinessecuritytermsandconceptausedthrough-
outthepaper Section3 explainstheissueghatrequiredthe
developmenbf a credentialgepositoryto enableGrid Por
tals. The MyProxy systemis describedn detailin Section
4, alongwith a descriptionof how it worksto enablea Grid
Portal.Section5 givesadetaileddiscussiorof securitycon-
siderationswith the MyProxy systemandSection6 details
futureresearctanddevelopmentirections.

2 Overview of Grid Security Infrastructur e

The Grid SecurityInfrastructurg(GSl) is a setof proto-
cols, libraries,andtoolsthatallow usersandapplicationgo
securelyaccesssrid resourcesin this sectionwe describe
GSlanddefinethesecuritytermsandconceptgliscussedh
later sectionsof the paper



2.1 Public KeyInfrastructur e

The GSI systemis basedon a PublicKey Infrastructure
(PKI). In aPKI, all entities(usersandresourcesareidenti-
fied by a globally uniguenameknown as a Distinguished
Name (DN). Authenticationwith the GSI is a matter of
proving that a useror resourceis the entity identified by
aDN. Resourceshentypically have local configurationfor
mappingthe DN to alocal identity (e.g. Unix hostshave a
file containingDN andusernameairs).

In orderfor entitiesto provetheiridentity, they possesa
setof Grid credentialsonsistingof acertificateanda cryp-
tographickey known asthe privatekey. The certificate,in
simpleterms,is abindingof the entity’s DN to their private
key. This bindingis doneby meansof a digital signature
from atrustedpartyknown asa CertificateAuthority (CA).
This allows an entity to authenticatgusing their creden-
tials) by a procesghat involvespresentingheir certificate
andproving possessioof their privatekey.

An importantthing to note aboutcredentialsin a PKI
ervironmentis that an entity musthave sole possessioif
its private key to maintainthe integrity of the system. If
anothempartywereto gainpossessionf the privatekey, the
secondartywould beableto impersonat¢éheowneratwill
andwithout restraintuntil the theft wasdiscoveredandthe
certificaterevokedby the CA.

Tolimit thedangerof anentity’s privatekey beingstolen,
two thingsare usuallydone. Firstit is typically protected
from unauthorizedaccessn somemanner This is gener
ally doneby storingthe key in afile with restrictedaccess,
storingit in anencryptedile with adecryptionpassphrase
known only to the owner, or storingit on a hardwaretoken
(e.g.asmartcard)thatrequiresa passcode. The hardware
token providesthe bestsecuritybut is in very limited use
dueto thelack of deploymentof hardware supportfor us-
ing thetokens.

The secondmethodof protectinga privatekey is by giv-
ing acredentiaklimited lifetime afterwhichit is nolonger
valid. This requiresentitiesto regularly acquirea new set
of credentialsyhich protectsthe privatekey by limiting its
exposure. Typically this lifetime is on the order of years,
with the exact length of time determinedby the policy of
the CA thatissuedthe certificate.

2.2 Secure Socket Layer

GSl usesSecureSoclet Layer (SSL)[1]] to implement
authentication(providing identity to anotherentity), mes-
sageintegrity (makingsureno onehasmodifieda message
betweertwo entities)andmessag@rivacy (makingsureno
onehascanreada messagéetweertwo entities).SSLis a
standardsoftwaretool usedin web browsers,web seners,

andotherapplications It usesPKI credentialdor authenti-
cationandis usedin GSIwithout modification.

2.3 Proxy Credentials

In the Grid environment,a usermay needto authenti-
catethemselesmultiple timesin a relatively shortperiod
of time, for exampleif multiple resourcesre beingcoor
dinated. Requiringthe userto repeatedlytype their pass
phrasefor the multiple authenticationss clearly undesir
ablefrom a corveniencestandpoint.lt is alsoundesirable
from a security standpoint,as eachtime their private key
is decryptedit is anotheropportunityfor it to be compro-
mised.An alternatveis for the softwareto only promptfor
theuserspassphraseonce but retaineitherthe passphrase
or the unencryptedprivatekey for multiple usages.How-
ever, while this is much more corvenientfor the user this
is evenmoreundesirabldrom the securitystandpointasit
exposeghe privatekey to attackfor along periodof time.

GSl solvesthis problemwith proxy credentialsA proxy
credentiais ashort-termcredentiathatis createdy auser
whichcanbeusedn placeof thelong-termcredentiato au-
thenticatehatuser Theproxy credentiahasits own private
key andcertificate andis signedusingtheuserslong-term
credential. The proxy certificate,in effect, is a short-term
binding of theusers DN to analternateprivatekey. Proxy
credentialsare storedunencryptedn thelocal file system,
protectedonly by file systempermissionsand so canbe
usedby theuserrepeatedlyvithoutinconvenience Because
a proxy credentialis morevulnerableto compromisethey
are typically given much shorterlifetimes than the users
long-termcredentialspysuallyontheorderof hoursor days.

2.4 Delegation

It is often importantin distributed applicationsfor a
usersapplicationto beableto act,unattendedpntheusers
behalfon the Grid. An exampleof thisis a users job that
needgo be ableto authenticat@asthe userto massstorage
systemto storethe resultof along computation.The GSI
solvesthis problemby allowing theuserto delegatea proxy
credentiato processesn remotehosts.

Delegationis very similarto proxy credentiatreationas
describedn Section2.3in thatanexisting setof credentials
is usedto createa new setof proxy credentialghatis iden-
tical in function. The differenceis thatthe creationoccurs
over a GSl-authenticatedonnectionwith the resultbeing
theremoteprocessacquiringproxy credentialdor theuser

It is alsoworth notingthatdelegationcanbe chained.In
otherwordsonecandeleggatecredentialgo hostA andthen
theprocesonhostA candelegatecredential¢o hostB and
soforth.



2.5 Typical GSI Usage

A typical sessiorwith GSI would involve the userus-
ing their passphraseanda GSI tool called grid-proxy-init
to createa proxy credentiafrom theirlong-termcredential.
Theusercouldthenusea GSl-enabledpplication,suchas
the Globus Toolkit's GRAM [6] or SecureShell (SSH),to
connecto aremotehost. Theapplicationwouldusethe GSI
library andtheusers proxy credentiato authenticatéo the
remotehostand (assuminghe userrequesteco) delegate
a proxy credentiato the remotehost. The processunning
ontheremotehostcouldthenfurtherauthenticatevith GSI
to otherhostsandpotentiallydelegatefurtherproxy creden-
tials.

3 The Needfor a Credential Repository

In this sectionwe explain the needfor the MyProxy
repository We first examinethe requirement®f Grid por-
tals, thenthe constraintsof the existing softwarethat pro-
hibited meetingtheserequirementsandwe thenlay outthe
designgoalsfor the MyProxy system.

3.1 Grid Portal Requirements

Discussionswith the portal developmentcommunity
revealeda numberof requirementghat impact security
Theseincluded:

e Usersmustbeableto useary standardvebbrowserto
accesshe Grid portals.

e Usersmustbe ableto usea web browserfrom loca-
tionswheretheir Grid credentialsvould not normally
beavailableto them.

e Usersmustbeableto do anything througha Grid por-
tal thattheir credentialsvould entitlethemto do.

For example,a usershouldbe able to accesghe Grid
usingawebbrowseratanairportkioskin thesamemanner
asthey couldfrom aweb browserinstalledon a systemon
their desktopin their office.

3.2 Existing Software Constraints

Existing software hastwo constraintsvhenit comesto
meetingGrid PortalrequirementsFirst, sinceGrid creden-
tials are typically storedasfiles on a file systemandthe
privatekey mustbekeptprivate,ausermusthave secureac-
cesdo thefile systento usetheir credentials Thistypically
meanghattheusemustbesittingatthemachineprlogged

in asecurananner(e.g.anencryptedSecureShellsession).

This oftenresultsin auserbeingunableto accessheir cre-
dentialswhenaway from their primarysystem While smart
cardsand other hardware tokens(which canstorecreden-
tials ona portablemedium)would be a potentialsolutionto
this problem,supportfor thesedeviceshasnot beenwidely
deployedamongthe broadrangeof usersof Computational
Grids.

Thesecondconstraints thatnotall applicationghatare
desiredfor Grid useare GSI-enabledand hencelack the
ability to do proxy credentialdelegation. An exampleof
this is the useof web browsersas clients with web-based
portals.Web browserscanuseGrid credentialsor authen-
tication, but lack the GSI’s ability to do credentialdelega-
tion asdescribedn Section2.4. This meanghatalthough
theusercanauthenticateo the portal,they cannotdelegate
authority to the portal to act on their behalf, meaningthe
portalis severelyrestrictedn usefulness.

Due to the above constraints,Grid portalswere previ-
ouslyforcedto give the portal permanenspecialprivileges
to acton a users behalfon the Grid. This was typically
doneby giving theportalpossessioof theuserslong-term
credentialsHowever, having every portalthata userwants
to usehave a copy of the users credentialss highly unde-
sirable. The foremostreasonis that the more copiesof a
users credentialghatexist, the greaterthe exposureof the
credentialsandthe greatertherisk of the credentialdeing
stolen. In addition, requiring the portal to securelyman-
ageall its users long-termcredentialgreatlyincreaseshe
securityrequirement®n the operationof portalitself.

3.3 Goalsfor the MyProxy System

The combinationof the portal requirementsandlimita-
tionsbroughtaboutthe needfor a systemto meetanumber
of goals:

e |t shouldallow usersto accesgsheir credentialsfrom
anywhereon the Grid, evenif they are on a system
without Grid software and without secureaccessto
theirlong-termcredentials.

e It should allow them to delegate credentialsto re-
sourcego which they normally would not be ableto,
sincethe applicationsnvolveddo not supportthe GSI
delegationmechanisn{e.g. from a web browserto a
portal).

e It shouldremove,asmuchaspossible ary credentials
from the portal exceptwhenthey areactuallyneeded,
in orderto lower the risk of compromisdf the portal
is compromised.

e It shouldbe scalable.Multiple portalsshouldbe able
to usea singlesystemin the caseof a domainhaving
morethanoneportal,andaportalshouldbeableto use
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Figure 1. MyProxy-init process

multiple systemsin the caseof a portal that supports
usersfrom multiple domains.

e It shouldgive theuserasmuchcontrolof theircreden-
tials andproxy credentialsaspossible.Portalsshould
only beableto geta users credentialsf allowedto do
soby auser

4 The MyProxy Credential Repository Sys-
tem

In this sectionwe describehe MyProxy Online Creden-
tial Repositoryandclienttoolsthatwe designecanddevel-
opedin orderto meetthe goalsaslayedoutin Section3.3.
We first describethe two basicstepsof using the reposi-
tory: delggationof a proxy credentiato therepositoryand
retrieving the credentialfrom therepository We thenshav
how the MyProxy repositorysystenis usedwith aGrid por-
tal. Finally we describethe variousimplementationsf the
MyProxy repositoryandtoolsthatexist today

4.1 Delegationto the Repository

The MyProxy credentialrepositorysystemconsistsof a
repositorysener anda setof client tools that canbe used
to delegateto andretrieve credentialdrom the repository
Normally, a userwould start by using the myproxy-init
client programalong with their permanentredentialsto
contactthe repositoryand delegatea setof proxy creden-
tialsto theseneralongwith authenticatiorinformationand
retrieval restriction(SeeFigurel).

The authenticatiorinformationin this processconsists
of a useridentity and a passphraseto be usedto authen-
ticateary laterretrieval operations.Both the useridentity

MyProxy
Credential

Repository

User ID
Pass phrase
Proxy credentials

myproxy—get—delegation

Figure 2. MyProxy retrie val process

and passphraseare chosenby the user but canbe tested
by the repositoryto make surethey meetary local policy

(e.g.thepassphrasemustbeacertainlength,survivedictio-

narychecksgetc.). Theuseridentity is alsotypically differ-

entfrom the users DistinguishedName(DN) in their Grid

credentialsasit is actuallyhand-typedy the userat later
times. Becausef thisit is desirablefor the useridentity to

be morememorableandconcisethanatypical DN.

Theretrieval restrictionsarecurrentlylimited to a maxi-
mum lifetime for proxy credentialghatthe repositorymay
delegateon the users behalf. SeeSection6.5 for descrip-
tion of our plansto expandtheserestrictions.

The credentialsdelegated to the repository normally
have a lifetime of a week. The usercanchangethis to ary
lengthof time desired.The usercanalso,at ary point, use
the myproxy-destrg client programto destrg arny creden-
tials they previously delegatedto therepository

4.2 Retrieval of Credential from Repository

At alatertime, the user or a serviceactingon behalfof
the user usesthe myproxy-get-delgationprogramto con-
tactthesenerandrequest delgyationof theusers creden-
tials (SeeFigure 2). The usermustsupplythe sameuser
identity and passphrasethat they provided wheninitially
delegatingthe credentialgo the sener. After verifying this
informationandcheckingary restrictionsthatthe userpre-
sentedwith the delegation(seeSection6.5), the repository
will in turn deleggatea proxy credentialbackto the useror
service.This delegatedproxy from therepositorymaythen
be usedasary otherproxy credentialgeneratedby theuser
to initiate actionson the users behalfon the Grid.
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4.3 Using the MyProxy Repository with a Grid
Portal

Thefirst stepto using MyProxy systemwith a portalis
to delegatea proxy credentialto the repositoryasshowvn in
Figure 1 above. Then, at a potentially differenttime and
place,theuserwould connecto a Grid portal (usingaweb
browser) and supply the authenticatiorinformation given
earlierto the repositorythrougha web form or similar in-
terface(seeFigure 3, stepl). The usermight alsospecify
a MyProxy repositoryfor the portal to use,assumingit’s
configuredto usemorethanone.

The portal would then connectto the MyProxy reposi-
tory using the myproxy-get-delgation program,authenti-
catesitself usingit’s own Grid credentialspresentshe au-
thenticationinformation (useridentity and passphrase)as
providedby theuser andrequests proxy credentiafor the
user(Figure3, step2).

Therepositorythen,after verifying all the presentedn-
formation, would delegatea proxy credentialfor the user
backto theportal (Figure3, step3). The portalthencanse-
curely accesghe Grid using standardGrid applicationsas
the usernormally would. At this point the userwould di-
rectthe portalthroughthe existing connectiorwith theweb
browser

The operationof logging out of the portal deletesthe
usersdelegatedcredentialonthe portal. If auserforgetsto
log off, thanthe credentialwill expire at the lifetime spec-
ified whenrequestedrom the MyProxy service. This life-
timeis normallyonthe orderof afew hours.

This processcould then be repeatedas mary times as
the userdesiresuntil the credentialsheld by the MyProxy
repositoryexpire, atwhich pointthe userwould needto re-
run the myproxy-init programfrom a locationwheretheir
permanentredentialsvereavailableanddelegateanew set
of credentialgo the repository The maximumlifetime of
credentialsdelggatedto the repositoryis sethby policy on

therepositorysener, but defaultsto oneweek.
4.4 Implementations

There is currently available a C implementa-
tion of the MyProxy sener and client programs
(ftp://ftp.ncsa.uiuc.edu/aces/mygxy/), along with Java
implementationsof the MyProxy clients includedin the
Jara CoG kit (http://www.globus.og/cog/y The Jara
MyProxy implementationncludesa client API for access-
ing the MyProxy seneraswell asgraphicaltoolsusefulfor
endusersto delggatecredentialdo the MyProxy sener.

5 Discussionof Security Considerations

In this sectionwe discusssomeof the securitydecisions
inherentin the designof the MyProxy system,aswell as
policy decisionghataremadeby MyProxy systemandGrid
portalinstallers. We alsodiscusssomethe risks particular
to the MyProxy system,andthe stepsthat we have or are
takingto minimizetheserisks.

5.1 RepositoryIssues

Theobviousrisk of theMyProxy systemis thecollection
of delegatedusercredentialgshatare held by the MyProxy
repository If the hoston which the repositoryis compro-
mised anattaclercouldpotentiallygainaccesso thesecre-
dentials.Becausef this, therepositoryshouldonly berun
on a tightly securedhost(e.g. comparableto a Kerberos
Domain Controller). Additionally, to minimize this risk,
therepositoryencryptsthe credentialghatit holdswith the
passphraseprovided by the user Becauseof this, evenif
therepositoryhostis compromisedan intruderwould still
needto decryptthe keys individually or wait until a portal
connectsandprovidesa passphrasefrom a user In either
case therequireddelayallows credentialsto expire or for
theintrusionto be detected.

TheMyProxy repositoryauthenticateall incomingcon-
nections restrictingserviceto authorizedclients. A list of
authorizectlientsis definedby two accessontrollists, one
for clientsallowed to delegateto the repository(typically
users),anda secondfor clientsallowedto requestdelega-
tions from the repository(typically portals). The latter is
particularly important,as it preventsunauthorizedclients
from retrieving a userproxy from the repository even if
suchclientsareableto gain accesgo the users MyProxy
authenticationnformation. Replayattacksby sucha client
via a valid portal could be preventedby replacingthe cur
rent MyProxy passphraseschemewith a one-timepass-
word system[12

MyProxy clients also require mutual authenticationof
the repositorythroughthe useof Grid credentialsheld by



the sener. This preventsan attacler from impersonating
therepositoryin orderto stealcredentialor authentication
information.

Anotherrisk is the compromiseof a portal thatis priv-
ilegedto contactthe MyProxy sener and requestdelega-
tions. Thisrisk is minimizedby thefactthe MyProxy sener
requiresthe userauthenticatiorinformationin additionto
the authenticatiorof the portal. This requiresthatthe in-
truderwait for the userto connectand provide this infor-
mation, which allows time for intrusionto be detectedor
credentialdo expire.

Since sensitve information is transferredbetweenthe
MyProxy client programsand the sener, all datapassing
to andfrom the sener is encryptedGSI's messageonfi-
dentiality mechanismgi.e. usingSSL). It shouldbe noted
that this is currently neededbecausehe MyProxy sener
usesa persistentpassphrasefor authenticatingthe user
which would allow an eavesdroppeto performreplay at-
tacks. The currentpassphraseschemecould be replaced
with a one-timepassword system[12 eliminatingthis need
for messageonfidentiality

5.2 Issuesspecificto the Grid Portal

The portal web sener must currently be configuredto
only allow HTTP connectionsecuredvith SSLencryption
(HTTPS),sincetransmittingthe nameandpassphraseover
unencryptecdHTTP would allow ary intruderto snoopthe
passphraseover the network. While the MyProxy repos-
itory’s client authorizationpreventsdirect (mis-)useof the
capturedpassphrase the compromisedbassphrasecould
be usedin areplayattackagainstthe portal. Using a one-
time passverd would lift thisHTTPSrestriction.

It's alsoworthy to note that the credentialsmaintained
by the portal, which it usesto authenticateo the MyProxy
sener, areunencryptedThis meanghe portaldoesnot re-
quire ary additionaladministrationto retrieve credentials
on behalfof users. For additionalsecurity a portal could
maintainencryptedcredentialghat could be decryptedby
the web sener administratorupon startupand madevalid
for a chosenlifetime. In practice,sincethe portal is con-
sideredto be a productionservice requiringanadministra-
tor to constantlydecryptthe portalkey canbe a significant
managemerturden.

It is alsothe portal’s responsibilityto not only maintain
theuserscredentialsvhile in use butto mapthecredentials
totheuserswebsessionThisrequiressessiorrackingbe-
tweenclients and seners by transmittingidentifying data
betweerthe clientandsener. BecauseHTTP is a stateless
protocol,thisis oftenaccomplishedvith cookiesor rewrit-
ing URLsto includeadditionaldataandestablisha session.
By maintainingstatebetweenthe client and browset the
portalcanuniquelyidentify auserassociatewvith theusers

credentials.Whena usermakesa requesto performa re-
motetask,suchasfile transferor job submissionthe portal
can usethe identifying information to determinethe cre-
dentialto be usedin authenticatingo the selectedGrid re-
source.

Currentimplementation®f portal softwarearebasedn
CGI and Java Servlettechnology The GridPort project
at SDSCusesPerl CGI scripts[14 that simply wrap the
myproxy-get-delgation programwith the appropriateuser
identity and passphrasepassedon from the HTTPS re-
guestheader The Grid PortalDevelopmentKit[1] usesthe
Java ServletAPI to managesessionsainduseshe Java CoG
toolkit MyProxy API to accesshe MyProxy sener.

6 Futuredirections

This sectiondescribesomeof the ongoingresearctand
developmentwith the MyProxy systemandin the GSI sys-
temasit pertainsto MyProxy.

6.1 Managing permanentuser credentials

TraditionalPublicKey InfrastructurgPKI) securitysys-
tems, like the GSI, storeuseridentity credentialson disk,
encryptedwith a passverd. Our experiencewith GSlI's use
of this approacthasshovn thatmostusersdislike manag-
ing their own identity credentialsn this manner Doing so
is error prone(andthuslesssecurelandsometimegesults
in the credentialsnot being available from wherethey are
neededy theuser

We planto addresghis problemby developingthe cur-
rentMyProxy systeminto a moregeneralonline credential
repositorysystemcapableof managindong-termGrid cre-
dentialsontheusersbehalf. Whentheusemeedgo usethe
credential,a clientis usedto authenticatewith the reposi-
tory usinglocal site security(e.g. Kerberos),a nameand
passphrase,or one-time-passard, etc. In responsethe
repositorywill usethe users long-termcredentialto dele-
gatea proxy credentialbackto the client. The IETF SA-
CRED working group[4 is addressinga similar problem
andmay provide valuableleveragein this area.

6.2 Managing multiple usercredentials

As the numberof organizationsand CAs grow it is in-
evitablethatuserswill endup with multiple credentialghat
bemayrequiredconcurrentlysometimegor thesamecom-
putationaljob. The compleity of having to determineand
selectthe correctcredentialdo usefor a particulartaskis
likely to bealargeburdenfor theseusers.We planto inves-
tigate having the credentialrepositoryact as an electronic
wallet— a storagemechanisnfor all of ausers credentials.
This wallet would be able, when given information about



thetaska userwishesto undertale, to correctlyselectcre-
dentialsfor the task,embedthe minimum neededightsin
thosecredentialsandthenreturnthe credentialgo theuser

6.3 Alter nate authentication mechanisms

We planto investigataeplacingthe currentuseridentity
and passphraseauthenticatiormechanismwith more ad-
vancedschemege.g. one-timepassphrasespnd existing
local site securitymechanismge.g.Kerberos).

6.4 Standardizeclient-server protocol

ThecurrentMyProxy client-sener protocolwasquickly
designedhsa prototype.We planto investigateusingmore
standardorotocols. One optionswould be HTTP for com-
patibility with standardveb-orientedibraries. A standard
protocolfor accessingn-line repositorieproduceddy the
IETF SACREDworking group[4 would alsobe anoption.

6.5 Restricted Proxy Credentials

Currentlytheonly availablerestrictionthatcanbeplaced
on delegationsby the repositoryis the lifetime of creden-
tials. However thereis standardunderdevelopmentn the
Global Grid ForumandIETF for placingfine-grainrestric-
tions on deleggatedcredentials[1516]. This would allow
usersto explicitly placelimitations on the credentialghey
delegateto the MyProxy sener, sothatevenif theMyProxy
sener itself were compromisedor the credentialsthem-
selvesweresomehav stolenthedamagehatcouldbedone
with themwould bessignificantlylimited.

6.6 Support for Condor-G

It is not uncommonfor computationajobsto run for a
periodof time thatexceedthelifetime of the proxy creden-
tial they receve on startup.The CondorG system[1( pro-
videsa supportfor this by emailinga userwhenthey need
to refreshtheir credentials.However this canbe incorve-
nient for the user We plan to investigatemechanismgo
enableMyProxy to securelysupportlong-runningapplica-
tions by being able to supply themwith fresh credentials
whenneeded.

7 Summary

This paperdescribesan online credentialsrepository
called MyProxy, designedand developedby the authors
in orderto enableGrid Portalsto acces<srid SecurityIn-
frastructureprotectedresourcesn a secure scalableman-
ner. We explaintheissueghatrequiredthe developmentof

anonline credentialgepositoryto enableGrid portals,de-
scribethe MyProxy systemanddemonstratéow it works
to enablea Grid Portal. Finally we give a detaileddiscus-
sion of securityconsiderationsvith the MyProxy system,
andadescriptionof futureresearctanddevelopmendirec-
tions.

The MyProxy repositoryis currently deployed in sev-
eral productionportals including the National Computa-
tional ScienceAlliance, NPACI, andtheNASA Information
Pawver Grid. This experiencehasshovn thatonline creden-
tial repositoriecanplay animportantrolein enablingeasier
useof Grids, suchaswith Grid Portals.Further we believe
that with the addedfunctionality of restricteddelegations,
managemendf permanenusercredentialsandautomatic
selectionof credentialdrom multiple credentialstheseon-
line credentialrepositoriescould sene to greatlyimprove
theusersinterfaceto Grid securityandprove usefulfor ad-
ditional applicationlevel servicesbeyondportals.
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